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**** START OF CHANGES ****
[bookmark: _Toc19783241][bookmark: _Toc26887025][bookmark: _Toc106189237]D.1.2	Minimum set of functions defining the gNB network product class
As part of the gNB network product, it is expected that the gNB to contain gNB application, a set of running processes (typically more than one) executing the software package for the gNB functions and OAM functions that are specific to the gNB network product model. Functionalities specific to the gNB network product introduce additional threats and/or critical assets as described below. Related security requirements and test cases have been captured in TS 33.511 [6]. 
Note:	For the purposes of the present document, this common set is defined to be the list of gNB functions contained in 3GPP TS 38.300, [7],  3GPP TS 38.323, [98], 3GPP TS 38.322, [109], and TS 23.501 [810]. 
**** NEXT CHANGE ****
[bookmark: _Toc19783245][bookmark: _Toc26887029][bookmark: _Toc106189241]D.2.2.1	Control plane data confidentiality protection
- Threat name: gNB control plane data confidentiality protection.
- Threat Category: Tampering data, Information Disclosure., Denial of Service, 
- Threat Description: If the gNB does not provide confidentiality protection for control plane packets on the N2/Xn reference points, then the control plane packets sent between gNBs (e.g. inter-gNB handover) and from gNB to AMF (e.g. handover on AMF change) can be intercepted and/or modified and the gNB can be compromised by attackers to prevent service to legitimate users (e.g. Handover failure). Moreover and hence, the UE identifiers, security capabilities, the security algorithms and key materials exchanged between gNBs and gNB-AMF can be accessed by the attackers leading to huge security breach. There, any active attacker can perform masquerading by making use of the legitimate users’ UE identifiers to gain access to the network. This threat scenario assumes that the N2, Xn reference points are not within the security environment.
- Threatened Asset: User account data and credentials, Mobility Management data.
[bookmark: _Toc19783246][bookmark: _Toc26887030][bookmark: _Toc106189242]D.2.2.2	Control plane data integrity protection
- Threat name: Control plane data integrity protection.
- Threat Category: Tampering data, Denial of Service.
- Threat Description: If the gNB does not provide integrity protection for control plane packets on N2/Xn reference points, the control plane packets between gNBs on Xn-C and from gNB to AMF on N2 interface risk being exposed and/or modified. The intruder manipulations on control plane packets can lead to denial of service to legitimate users. This threat scenario assumes that the N2, Xn reference points are not within the security environment.
- Threatened Asset: Sufficient Processing Capacity, user account data and credentials, Mobility Management data.
[bookmark: _Toc19783247][bookmark: _Toc26887031][bookmark: _Toc106189243]D.2.2.3	User plane data confidentiality protection at gNB
- Threat name: User plane data confidentiality protection at gNB.
- Threat Category: Tampering data, Information Disclosure.
- Threat Description: If the gNB does not cipher and decipher user plane packets between the Uu reference point and the N3/Xn reference points, then the attackers can manipulate and compromise user packets on Uu, Xn-U, and N3 interface to launch Denial of Service as well as Man-in-the middle attack. The attackers can gain access to user identifiers, serving network identifiers, location information and can perform user tracking.  This threat scenario assumes that the N3, Xn reference points are not within the security environment.
- Threatened Asset: user plane data.
**** NEXT CHANGE ****
[bookmark: _Toc19783251][bookmark: _Toc26887035][bookmark: _Toc106189247]D.2.2.7	Key Reuse
-	Threat name: Key Reuse.
-	Threat Category: Information Disclosure.
-	Threat Description: If AS keys are not refreshed by the gNB when PDCP COUNTs is about to be re-used with the same Radio Bearer identity and with the same KgNB, key stream reuse is possible. This can result in information disclosure of AS signalling and user plane data. The threat of key stream reuse occurs under the following conditions: 
-	when the PDCP COUNT wraps around and is reused with the same Radio Bearer (RB) identity and with the same KgNB, e.g. due to the transfer of large volumes of data. 
-	when the PDCP COUNT is reset to 0 but the RB identity and key stay the same (e.g. the successive Radio Bearer establishment uses the same RB identity and keys, or the RB identity is increased after multiple calls and wraps around).
-	Threatened Asset: User plane data, Mobility Management data. 
**** END OF CHANGES ****
